TO: All Locations
FROM: Information Technology Services (ITS)
SUBJECT: VIRUS ALERT - W32/SWEN@MM

Internet and Outlook e-mail users need to be on the look out for the “W32/Swen@MM” virus. In some
cases, this virus represents itself as a Microsoft Security Update that includes instructions for performing
a security update. If you receive one of these messages with a Microsoft Security Update you must
delete the message. Do not follow the instructions. All Microsoft updates must be done directly from
the Microsoft website at: pttp://v4.windowsupdate.microsoft.com/en/default.asp)

The virus contains its own SMTP engine to construct outgoing messages and mails itself to recipients
extracted from the infected machine. Other methods of infection include copying itself over network
shares (mapped drives), sharing itself over the KaZaa P2P network or sending itself via International
Recorded Carrier (IRC).

E-mail messages may have the following characteristics:

From: Email Delivery Service (kmailengine@yahoo.com)
Subject : Returned Response
Body: Undeliverable mail to (e-mail address)

If you have any questions regarding this memo, please call Support Services at 305-995-3705(0).
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