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Deep Freeze Security Notice

Deep Freeze does not protect against booting from a floppy drive or CD-ROM drive. The CMOS should
be configured to prevent booting from the floppy drive or CD-ROM drive (i.e. set to boot to the hard
drive) and the CMOS must be password protected. This is a normal precaution for most public access
computers. The Windows Registry, the computer CMOS and the boot sector are protected by Deep Freeze
from within Windows.

Technical Support

Every effort has been made to design this software for ease of use and to be problem free. If problems are
encountered, contact Technical Support:

Email:
Phone:
Hours:

Contact Information

Web:
Email:
Phone:
Fax:
Hours:
Address:

support@faronics.com
800-943-6422 or 604-540-8199
8:30am to 5:00pm (Pacific Time)

www.faronics.com
sales@faronics.com
800-943-6422 or 604-540-8199
800-943-6488 or 604-540-8179
8:30am to 5:00pm (Pacific Time)

Faronics Technologies USA Inc.

Suite 170 — 2411 Old Crow Canyon Road
San Ramon, CA 94583

USA

Faronics Corporation

Suite 202 — 145 Schoolhouse Street
Coquitlam, BC V3K 4X8

Canada

©1999-2004 Faronics Corporation. All rights reserved. Deep Freeze, FreezeX and WINSelect are trademarks and/or
registered trademarks of Faronics Corporation. All other company and product names are trademarks of their respective

owners.
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Deep Freeze Overview

About Deep Freeze

With over four million installations, Deep Freeze has a proven track record of non-restrictive, complete
Windows protection. Deep Freeze provides network administrators with a simple and 100% successful
method of maintaining desktop systems and reduces software technical support to an absolute minimum.
Deep Freeze is completely invulnerable to hacking and makes computing environments easier to manage
and maintain. Each restart eradicates all changes and resets the workstation to its original state right down
to the last byte.

Deep Freeze Enterprise Components
Deep Freeze uses different colored icons to represent the functions of its components.

Files identified by a red icon should generally only be installed on an administrator computer.

The Deep Freeze Enterprise installation file.

The Configuration Administrator application—used to create a customized, pre-configured
workstation installation program file, Workstation Seeds, the Enterprise Console, and
generate One Time Passwords.

The Enterprise Console application—used to centrally deploy, monitor, manage, and
maintain Deep Freeze workstations.

R

Files identified by a yellow icon should generally only be installed on a workstation computer.

A pre-configured workstation installation program file that is used to install Deep Freeze

w on workstations.
S

T [ A pre-configured Workstation Seed used to Target Install Deep Freeze from the Enterprise

E_:,B Console.

Files identified by a computer network icon should generally only be installed on an administrator

computer.
8 _ | |
poreS A file used to install and manage the Deep Freeze Enterprise Server Service that allows
E@ﬂgﬁgﬁ Remote Console operation.
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System Requirements

The Deep Freeze Configuration Administrator and the Enterprise Console require Windows 2000 or XP to
function properly. Deep Freeze requires Windows 95/98/Me/2000/XP and 10% free hard drive space.

New Features
Deep Freeze Enterprise Version 5 offers several new features and benefits, including:

« Single install for Windows 95/98/Me/2000/XP

+ Ability to image Deep Freeze as part of a Windows 2000/XP master image

* NTFS ThawSpace of up to 100GB

+ Option to retain existing ThawSpace on Windows 2000/XP

* Disable keys on Windows 2000/XP workstations during Scheduled Maintenance

+ Message box on workstation during Scheduled Maintenance when keys are disabled

+ Consolidated Deep Freeze Command Line control for Windows 95/98/Me/2000/XP

+ Dynamic configuration update using the Enterprise Console

+ Support for installing critical updates to Windows 2000/XP automatically during the Maintenance
period either via the Internet or an SUS (Microsoft Software Update Services) server

About Faronics

Faronics develops and markets workstation protection management solutions for multi-user computing
environments. Since 1989, Faronics’ proven solutions have made information technology professionals
and computing lab managers more effective by ensuring 100% availability of workstations, dramatically
reducing workstation management and maintenance, and increasing user satisfaction. Faronics’ flagship
solution, Deep Freeze, protects over four million workstations worldwide. Educational institutions,
libraries, government organizations, and corporations benefit from Faronics’ user driven and powerful
technology innovations.
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Deep Freeze Configuration Administrator

The Configuration Administrator is intended to only be installed on the computer that will be used

to administrate Deep Freeze. It is used to create a customized Deep Freeze installation program pre-
configured with passwords, schedules, and other options, Workstation Seeds, the Enterprise Console, the
Server Service Manager, and generate One Time Passwords.

Installation

Insert the CD-ROM from the media package into the CD-ROM drive. Select Install Deep Freeze 5
Enterprise Administrator in the window that appears on the desktop.

fﬁ’- '. '.: -'

Install Deep Freeze 5 Enterprise Administrator

If Deep Freeze has been downloaded via the Internet, double-click the file DF5Ent.exe to begin the
installation process.

Follow the steps presented, then read and accept the licence agreement. Click Install and the Configuration
Administrator will be installed on the computer.
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Initialization with a Customization Code
Open the Configuration Administrator by selecting the following path from the Start menu:
Start =¥ Programs =¥ Faronics =¥ Deep Freeze Enterprise =¥ Deep Freeze Administrator

The Deep Freeze Enterprise Customization window will appear the first time the Configuration
Administrator is opened.

L Deep Freeze Enterprise Customization @

s A 1 The Deep Freeze Administration program must be
;“, 4.# customized for your organization. Flease make up an
":'. ~% | 810 30 character customization code and enter it into

the edit box below. This code will be usedto
customize the Deep Freeze "One Time Fasswaords”
function for ywour unique administration contral.

[tis recommended thatwou record this customization
code so that you can duplicate the administration
setup in the future.

Enter a Lustomization Code: The customization code must be at least 8 characters
long and may consist of any alpha numeric
|| characters.
Cancel ] 4 MOTE: This customization code is NOT a password

to Deep Freeze

Deep Freeze requires a Customization Code to be created by the administrator. This code is not a password
that can be used to access Deep Freeze. It is a unique identifier that completely encrypts the Configuration
Administrator, the Enterprise Console, the workstation install program, the One Time Password Generation
System, and Deep Freeze Command Line Control. The Customization Code will ensure that no other
administrators can access or control a workstation. Multiple Deep Freeze administrators controlling the
same group of workstations should use a matching Customization Code.

Enter a Customization Code to complete the initialization of the Configuration Administrator. The code
must be at least eight characters long and may consist of any combination of alpha-numeric characters.

The Customization Code must be recorded and guarded with care. Faronics is unable to
recover a lost or forgotten Customization Code!

Re-Initialization

A new Customization Code can be assigned to the administrator computer by running the DFInit5.exe
program in the Deep Freeze Enterprise folder.

Once a new Customization Code has been assigned, the Configuration Administrator will no
longer work with previously configured installations. To work with previous installations,
use the DFInit5.exe program to reset the Customization Code back to its original settings.
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Using the Configuration Administrator

The Configuration Administrator is used to create a customized Deep Freeze installation program pre-
configured with passwords, schedules, and other options.

There are five main tabs for accessing the various options available: Welcome, Start Here, Configuration,
One Time Passwords, and Create Programs.

™ Deep Freeze Enterprise - Configuration Administrator

Fil= Help

IS IS

‘Welcome l Start Here | Configuration | One Time Passwords | Create Programs ‘

Ci\Program Files\Faronics\Deep Freeze Enterprise’\DFS Install Programs\DepFra0. rdx

Toolbar

The Toolbar is available at the top of every tab in the Configuration Administrator. There are five buttons
that provide convenient access to some of the most commonly used functions.

Save changes
to open
configuration file
Create new
configuration file Show help file

4 4
b B B 2|
T T

Open existing Save configuration
configuration file file to different folder

FARDNICS 1"
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File Menu

The File Menu contains similar options to those on the Toolbar with the addition of Password Protection
and shortcuts for Create Server Console, Create Server Manager, Create Workstation Seed, and Create
Workstation Install Program.

File Help

[ Mew Configuration File Chrl4M
Cpen Configuration File Chrl+0
Save Configuration File Chrl+3

u Save As

ﬁ Creake Server Console

S Create Server Manager
a Create Workstation Seed
E Creake Workskation Install Program

Passwiord profection
Exit Ckrl+x

Password Protection offers another layer of security for the administrator. Use this screen to optionally
password protect access to the Deep Freeze Configuration Administrator application.

Deep Freeze Administrator

[w Protect with pagsword

E nter pagzword

Enter new nazsword

Re-enter new pazswaord

1] 4 LCancel

Start Here

The Start Here tab provides a brief description of how to perform some common tasks with the
Configuration Administrator.

12 FARDNICS



deepFreeze

Configuration

The Configuration tab has eight sub-tabs along the bottom used to configure various options.

A customized workstation installation program file is ready to be created after all of the desired
configuration options have been selected. This program file will be used to install a pre-configured version
of Deep Freeze on workstation computers.

I
Passwords |Fru:uzen Drivesl Restart#ShuthwnJ Maintenanu:e] ThawSpau:eJ Neiwu:urk] Wiinds o | 3 |

Passwords

Deep Freeze Enterprise allows the administrator to choose up to 15 passwords that work in addition to the
One Time Password Generation System.

™ Deep Freeze Enterprise - Configuration Administrator

File Help

DB Ba 2

YWelcame ] StartHere Configurstion l One Time Passwords l Create Pragrams ]

Properties Pazswiard Tirme Properties
Emable User Change WS CHMD Enable  Activation Expiration
1 W . H = |cannnt_change | | | J| Jil
2 W v v« |c:an_u:hange H | _H 2 J
3 v B & o |cnmmand_line [ | } | _H J
4 ¥ [ & |espires_end_2004 V| aem - 1z .| |

Deep Freeze can use both OTF and fiked passwords. The "'One Time Password' [OTF) feature of
Deep Freeze iz always available and cannot be disabled. The fised work station passwords, as

defined on this page, are optional.
MOTE: To ghow the Deep Freeze Logon Screen, use the HOT KEY  "CTRL+ALT+SHIFT+FE".

Passwords |Frozen DrivesJ RestarLfShuthwn‘ MaintenanceJ ThawSpace] Netwclrkl WinGx 4 | 3 |

C:\Program Files\Faronics\Deep Freeze Enterprise\0FS Install Programs\DepFrz.rdx

Check Enable on the appropriate line to create passwords. Enter the password, select the type, and select
whether it is user-changeable. Scroll down to add up to 15 passwords.

Passwords can be assigned for use at a workstation (WKS) or for use with the Command Line Controls
(CMD). The Command Line Controls will not function unless at least one CMD password is defined.

The User Change checkbox can only be used with WKS passwords. Selecting this option allows the user to
change the password at the workstation.

Passwords can optionally be set to expire at a specified date. Checking Enable to the right of a password
will cause that password to be activated on the Activation date and to expire at midnight on the Expiration
date.
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Frozen Drives

The Frozen Drives tab is used to select which drives are to be Frozen (protected by Deep Freeze) or Thawed

(unprotected).

™ Deep Freeze Enterprise - Configuration Administrator

File Help

D|B| Ba 2

Frozen Drives

W C:

W E:
W F:
W G

¥ H:
v I
v
v K
W L

[~ Freeze All Fixed Drives

T
W M
v O
v P
v

v R
W 5
¥ T
v L)
v

YWelcame ] StartHere Configuration | One Time Fasswards | Create Programs

v
v
v "
v 2

Deselect All
Select All

Passwords Frozen Drives |Fiestart,.’5hutduwnl MaintenanceJ ThawSpace] Networkl WinSx 4 | 3 |

C:\Program Files\Faronics\Deep Freeze Enterprise!,DFS Install Programs\DepFrz.rdx

Checked drives will be Frozen by Deep Freeze. Check Freeze all Fixed Drives and all the drives will be

Frozen.

All of the drive letters are shown because the pre-configured installation may be installed on many
workstations with various hardware and software setups. In the example above, the C: drive is checked, but
not the D: drive. This will result in all workstations with only a C: drive being Frozen. Workstations with a
D: partition or drive will have a Frozen C: drive and a Thawed D: partition or drive.

Only local drives (partitions or physical drives) can be Frozen. Deep Freeze cannot Freeze removable

media drives or network drives.

drives are Frozen, all external hard drives will be Frozen as well.

.r-"f External USB or FireWire hard drives are mounted as local fixed hard drives. If all fixed

USB flash drives are treated as removable media drives and cannot be Frozen.

14
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Restart/Shutdown

The Restart/Shutdown tab is used to schedule restarts or shutdowns.

™ Deep Freeze Enterprise - Configuration Administrator

File Help
D =3
YWelcame ] StartHere Configurstion l One Time Passwords l Create Pragrams ]

v Enable Restart/Shutdown Schedule W Set One Change All W Enable Idle RestaryShutdown
Day of Week Restart  Shutdown Time Restart  Shutdown

W Sunday o & EO0:00AM == g & P jl fdin

¥ Monday < 5:00:00 Ak _ If there iz no mouze and
- keyboard activity far the
v Tuesday o :00:00AM  — rpecified time, the system

will restart or shutdown,

0000 A —— The |dle timer iz then not

activated until there iz

{
~
{
- IW mouse or keyboard activity,
{
~

v “Wednesday
Iv Thursday

%

%

v Fricay o B:O00:00 A
W Saturday o R:O0:00 &AM =

Passwords] Frozen Drives  RestaryShutdown |Maintenance] ThawSpace] Netwclrkl WinGx 4 | 3 |

C:\Program Files\Faronics\Deep Freeze Enterprise\0FS Install Programs\DepFrz.rdx

Check Enable Restart/Shutdown Schedule to enable the schedule and select the appropriate options for each
day of the week.

Check Set One Change All to apply a change made for one day of the week to all other days.

Check Enable Idle Restart/Shutdown to configure the number of minutes required before the workstation
automatically performs a restart or shutdown during periods when there is no keyboard or mouse activity.
The workstation will only restart once after the Idle time has expired. Keyboard or mouse activity is then
required to restart the Idle timer.

A dialog box will appear on the workstation indicating that the workstation is about to restart or
shutdown. The user has the option the cancel the restart or shutdown and continue working.

Only one Restart/Shutdown per day can be scheduled. If the workstation needs to be restarted on a more
frequent basis, the Idle time restart should be used.

FARDNICS 15
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Maintenance

The Maintenance tab is used to schedule a time when Deep Freeze is Thawed. During this Maintenance
period, the workstation will be Thawed and available for upgrades, new installations, maintenance, or any
other activity that requires permanent changes.

™ Deep Freeze Enterprise - Configuration Administrator

File Help
2|
Welcome] Start Here C ne Time Passwurdsl Create Programs
W Enable Thawed Maintenance Schedule ¥ Set One Change All
Day of Vieek Disable keys Start Time Stop Time
V¥ Sunday e | 10000AM <= | BODD0AM || Please Note:
¥ Monday v | 10000 AM = | B0000AM = {L@%iﬁ%ﬁﬁ@%ﬁg;ds
¥ Tuesday v | To000AM = | BODODAM — E;”:Eiizzjfmemb‘“”
W ‘Wednesday W | 10000AM == | BO0D0AM | 5 b windows Updates
W Thursday v | 1:00:00 A4 | B:00:00 AN = W Use SUS server 7
v Friday W | 1:00:00AM = | B0000AM - SUSURL
v Saturday v | 10000 AM = | B0000AM = it/ [192168.1.2
PasswordsJ Frozen DrivesJ Restart/Shutdown  pdaintenance |Thaw5pace] Netwclrkl WinGx 4 | 3 |
C:\Program Files\FaronicsiDeep Freeze Enterprise\DFS Install Pragrams\DepFrz.rdx

Check Enable Thawed Maintenance Schedule to enable the schedule and select the appropriate options for
each day of the week.

« Start Time - The time when the workstation will restart into the Thawed state.
+ Stop Time - The time when the workstation will restart into the Frozen state.

If the Stop Time precedes the Start Time, the Stop Time is assumed to be during the next day.
Check Set One Change All to apply a change for one day of the week to all other days.

Check Run Windows Updates to allow workstations to install critical updates to Windows 2000/XP
automatically during the Maintenance period via the Internet.

Optionally check Use SUS server and specify the server’s IP address or server name in SUS URL to use an
SUS (Microsoft Software Update Services) server instead of the Internet.

Microsoft SUS client can be downloaded at:
http://www.microsoft.com/windows2000/downloads/recommended/susclient/default.asp.

Microsoft SUS server can be downloaded by searching for SUS server at:
http://www.microsoft.com.

The Run Windows Updates feature will not actually perform updates, but will make the call
to have the normal update method take place during the Maintenance period.

16
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The Maintenance period must be at least five hours in duration for the Run Windows Updates feature
to function. If a smaller duration has been entered, the following message will be displayed when Run
Windows Updates is checked:

Deep Freeze Enterprise

Run Windows Updates requires at least 5 hours maintenance time.
Would vou like to continue?

If this message is displayed, click No to uncheck Run Windows Updates or click Yes to automatically change
the Maintenance period for each selected day to a five hour duration by adjusting the Stop Time.

Check Disable Keys to prevent the keyboard and mouse from functioning on the workstation during the
Maintenance period. If this option has been checked, the workstation will display the following dialog
during the Maintenance period:

Deep Freeze Enterprise E

i This computer is in Maintenance Mode,
The kevboard and mouse are disabled,

FARDNICS 17
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ThawSpace

The ThawSpace tab is used to create a virtual partition on a workstation that can be used to store
programs, save files, or make permanent changes. All files stored in the ThawSpace will be saved after a
restart, even if the workstation is Frozen.

™ Deep Freeze Enterprise - Configuration Administrator
File Help

0| B 2]

Welcome]StanHere Configuration | One Time Passwards CreatePn:ugrams]

Deep Freeze can create a special Mon-Frozen ~

drive on the camputer. This virtual drive is called W Include a ThawSpace

the "ThawSpace' and iz created "on the fly"'

autoratically using free space on the host drive. Host Drive:

All data stored in the "Thaw.S pace' will be zaved

when a "Frozen" computer iz restarted. ThawSpace Drive: m
WIHDOWS 2598 Me

File system iz FAT1E and can not be changed. Size: (kOO hBytes
WIHDOWS 2000/ %P  NTFS

The default file system is NTFS and ~ FAT3Z

can be changed to FAT 32 by choosing the ; i

appropriate radio buttan. v Fetain Existing ThawSpace
The Install Time will depend on size of Windows 20005<F Dnly

thr ThaweSnares bt
Passwords J Frozen Drives J Restat!Shutd own I kMaintenance ThawSpace | Metwark I Windx 4 | 3 |

C:\Program Files\Faronics\Deep Freeze Enterprise’,DFS Install Programs\DepFrz. rdx

Check Include a ThawSpace to include the creation of a ThawSpace in the installation program.

The Host Drive is the workstation drive that is the source for the ThawSpace virtual partition. It is
automatically detected by Deep Freeze and cannot be changed.

The ThawSpace Drive option is used to select the drive letter assigned to the ThawSpace. The default letter
is T:, but it can be changed to any available letter. The next available letter will be used if the selected drive
letter already exists on a workstation when Deep Freeze is installed.

The Size option is used to select the size of the ThawSpace. The minimum space allowed is 16 MB.
Workstations running Windows 95, 98, or Me can host a maximum ThawSpace of 2GB. Workstations
running Windows 2000 or XP can host a maximum ThawSpace of 100GB when using the NTES file
system or 4GB when using the FAT32 file system. If the workstation does not have enough free space to
accommodate the selected ThawSpace size, the size of the ThawSpace will be adjusted downward to ensure
proper operation of the workstation.

Workstations running Windows 95/98/Me must use the FAT16 file system for a ThawSpace. Workstations
running Windows 2000/XP use the NTEFS file system by default, but this can be changed to FAT32 by
selecting the radio button.

Check Retain Existing ThawSpace to retain an existing ThawSpace on a Windows 2000/XP workstation
when Deep Freeze is uninstalled. If the option to include a ThawSpace has also been checked, workstations
with an existing ThawSpace will have the existing ThawSpace retained during re-installation. Deep Freeze
will always display a dialog asking if the ThawSpace should be retained or deleted during an Attended
Uninstall, regardless of whether Retain Existing ThawSpace has been checked.

18
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Network

The Network tab is used to configure the communications protocol that the Enterprise Console will use to
communicate with a Workstation Seed or a Deep Freeze installation program file.

™ Deep Freeze Enterprise - Configuration Administrator

File Help

0[] B 2

Welcome] StartHere Configuration | One Time Passwords | Create Pragrams

Communication between the Deep Freeze
Enterprise Conzole and Work stations
with Deep Freeze can uze two different modes.
@ i
LAN Mode: This is a self configunng mode that il LA
will orly work on a single segment L&N or
a mulh zegment LAN with unigue [P numbers.

LAN"WAN Mode: This_ mn_de uses a static [P
hurnber to allow communication ¥ Use default port l—
l’

ingide a LaM or across the [nkermet,
Console P |192.168.21

PasswordsJ Frozen Drives] FiestarL.’Shutduwn‘ Maintenance I ThawSpace Metwork |Windx 4 | »

Ci\Program Files\Faronics\Deep Freeze Enterprise’,DFS Install Programs\DepFrz,rdx

Check the LAN radio button to configure Deep Freeze to communicate within a local area network (LAN).
Check the LAN/WAN radio button to configure Deep Freeze to communicate in both a LAN and a wide
area network (WAN).

LAN is a self-configuring mode that requires only a port number. The default port is 1971. The port
number can be changed if it is in conflict with other programs on the LAN. In LAN mode, the Deep Freeze
workstations and the Enterprise Console find each other through UDP broadcasts. These broadcasts only
occur when workstations or the Enterprise Console are started, ensuring that there is little network traffic
associated with workstation and Console communication.

LAN/WAN can be used in either a LAN or WAN environment and over the Internet. An IP and port
number must be provided. On a single segment LAN or a multi-segment LAN with unique IP numbers,
the static IP of the computer running the Enterprise Console must be entered.

No configuration of the network routers are required in most LAN environments.

When the Enterprise Console is behind a firewall or a NAT (network address translation) router, the
firewall or router must be configured to allow traffic to pass through to the Enterprise Console. Depending
on the firewall or router, workstations may need to be configured with the IP address of the firewall so that
traffic can be forwarded.

These settings can be changed on local workstations using the Network tab.

For more information on configuring and using Deep Freeze in a specific network environment, refer to
Appendix A—Network Examples or contact Technical Support.
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If a port number other than the default of 1971 is used, care should be taken to ensure that there
are not conflicts with applications already running on the network. Well Known Ports (0-1023)

should be avoided and any Registered Ports (1024—49151) should be checked for conflicts before
deployment.

A complete listing of the ports assigned to various applications can be found on the Internet
Assigned Numbers Authority web site at http://www.iana.org/assignments/port-numbers.

Win9x

The Win9x tab is used to configure options applicable only to workstations running Windows 95/98/Me.

™ Deep Freeze Enterprise - Configuration Administrator
File Help

DB Ba 2

YWelcome ] StartHere Configuration | One Time Passwords l Create Pragrams ]

Feboot Options hisc Securty (Win495/98 anly)

I~ i)se hard reboot when thawedk [ Prewvent Break outs from "Autoexec.bat"
Hard reboot/shutdown initiated by Deep Freeze MNOTE: Recommended if vour system uses
will force open applications to close down the "Autoexec bat" file. This feature will
without saving data. This option should be disable the Cirl Chreak out from the
cleared if user experiences problems Autoexec batfile.

with hard shutdown/reboot.

Frozen Drivesl RestarUShuthwnJ Maintenance‘ ThawSpaceJ MNetwork \Winde | Misc 4

C:\Program Files\Faronics\Deep Freeze Enterprise\0FS Install Programs\DepFrz.rdx

Check Use Hard Reboot When Thawed to force workstations to perform an immediate restart when leaving

the Thawed state. This option should be selected if the workstations experience problems shutting down
when leaving the Scheduled Maintenance period.

Check Prevent Break Outs from “Autoexec.bat” if the Windows 9x workstations are using the autoexec.bat
file to execute programs before Windows starts. This will prevent users from aborting the execution of the
autoexec.bat file and gaining access to the system in an unprotected state.
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Miscellaneous

The Miscellaneous tab is used to configure various other options.

™ Deep Freeze Enterprise - Configuration Administrator
File Help

0| B 2

Welcome]StanHere Configuration | One Time Passwards | Create Programs

Display options Install program options
v ‘Show Frozen Icon on System Tray I Disahle command line options

v Show Thawed Icon an System Tray

Unchecking the abowe baw will allow for further
. . _ cuztarnization of the ingtall program on install,
Local Waorkstation Privileges Far example, the /Pw'= switch could be uszed

[ Allow Userta Change the Clock toritallzfithehin Sk

Deep Freeze nomially removes the time

change privilege from all users when the
camputer is frozen.

MWOTE: Scheduled maintenence will be

dizabled if uzers can change the clock.

Frozen Drives‘ RestarLFShuthwn] Maintenance‘ ThawSpac:e‘ Network] Windx  hisc 4| »

C:\Program Files\Faronics\Deep Freeze Enterprise\DFS Install Programs\DepFrz. rdx

The Display Options checkboxes are used to select whether the Deep Freeze icon will be shown in the
System Tray. The normal Deep Freeze icon indicates that Deep Freeze is installed and the workstation
is Frozen. The Deep Freeze icon with a flashing red X indicates that Deep Freeze is installed but the
workstation is Thawed.

The Frozen @ or Thawed ﬂ icon is used to access the Deep Freeze logon dialog by holding down
the SHIFT key and double-clicking the icon. If the Show Frozen or Show Thawed icons are unchecked
in Display Options, and therefore removed from the System Tray on the workstation, the hot keys
CTRL+ALT+SHIFT+F6 must be used to access the logon dialog.

The Allow User to Change the Clock checkbox can be used to allow Frozen users to adjust the system clock.
This feature can only be used if there is no Maintenance Schedule set. Selecting this option will disable the
Maintenance Schedule if one has been set.

The Disable Command Line Options checkbox is checked by default. Unchecking it will allow for further
customization of the Deep Freeze installation program during installation using the Silent Install System.
Checking it will prevent the pre-existing configuration choices from being changed during installation.

FARDNICS 21



deepFreeze

Create Programs

The Create Programs tab is used to create customized Deep Freeze installation program files with all of the
configuration options that were previously selected. It is also used to create the Deep Freeze Enterprise
Console.

™ Deep Freeze Enterprise - Configuration Administrator
File Help

0| B 2]

Welcome] Start Here] Configuration | One Time Passwords  Create Pragrams

Create Enterprize Console — centrally deploy, monitor, manage . and maintain
wour Deep Freeze installations quickly and easily.

workstations using standard setup and "silent install”,

Create Workstation Seed for Windows 95/498/Me/2000/<F. This Seed can he freely
imaged to enable rapid deployment.

@ Create Full Warkstation Installation for Windows 95/98/Me/2000/<FP— deploy ta wour
a

' Create Server Manager — install, uninstall, manage . and rmaintain
e wour Deep Freeze Enterprise Senver Service |

Important: Ensure that each set of components hawe matching network settings in orderto
communicate successfully.

C:\Program Files\Faronics\Deep Freeze Enterprise’,DFS Install Programs\DepFrz. rdx

The Enterprise Console i can be used to centrally deploy, monitor, manage, and maintain Deep Freeze
installations quickly and easily. The Console should only be installed on an administrator’s computer.

The Workstation Seed ﬁ is a small program that allows administrators to remotely install and control
workstations from the Enterprise Console. The Workstation Seed can be installed as part of a master image
and then deployed via imaging software. All workstations on the LAN with the Workstation Seed installed
will be displayed in the Enterprise Console.

The Full Workstation Installation program & is used to install Deep Freeze on workstations using an
Attended Install, the Silent Install System, or a Target Install. The Workstation Seed is included in this file;
it is not necessary to install the Workstation Seed if the workstation is going to have the Full Workstation
Installation program installed on it.

The Server Manager program 454 is used to install the Deep Freeze Enterprise Server Service.

Click the appropriate icon to create an installation file. All files will be saved to the DF5 Install Programs
folder within the Deep Freeze Enterprise folder by default. Alternate locations can be chosen and the file
name can be changed if desired. It is reccommended that a naming convention is used if the administrator
is creating multiple customized installation files.
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One Time Passwords

The One Time Passwords tab is used to create a special temporary password to Deep Freeze that will expire
at midnight on the day it was generated.

A One Time Password (OTP) can be useful if, for example, a Deep Freeze password is forgotten or if a
configuration was created without any passwords defined. An OTP could also be used to provide access to
a workstation for an individual performing maintenance duties without requiring that individual to know
the permanent Deep Freeze password.

™ Deep Freeze Enterprise - Configuration Administrator
File Help

/B Bd 2

‘Welcome ] Start Here ] Configuration ©One Time Passwords | Create Pragrams

OTP Password Generator

Tywpe of password
@ Password valid for one use only

" Password valid for multiple use

Taoken CTF Password

Generate OTP

Flease Mote: All OTF passwords expire at midnight on the
day they were generated.

C:'l,Prograrﬁ Files\Faronics\Deep Freeze En-térpris'é'l,DFS Instal Programs'l,DepFrz.rdx

Select the Password valid for multiple uses radio button to create an OTP that will be valid for multiple uses
during the current day. All OTP passwords will expire at midnight on the day they were created, regardless
of type.

Enter the OTP Token from the workstation that requires the OTP into the Token field. Click the Generate
OTP button to generate the OTP password.

The OTP Token for the workstation is located in the Deep Freeze logon dialog.

Deep Freeze 5 E|
OTP Token = |OTF Token: 00307200 WE.00.120.1046

" beop Freaz

RS "

o - N

E it = % LCancel k.

The OTP system is completely secure and encrypted by the Configuration Administrator.

Enter Password:

FARDNICS 23



deepFreeze

Uninstalling the Configuration Administrator

Open the Add/Remove Programs utility in the Windows Control Panel by selecting the following path from
the Start menu:

Start =¥ Control Panel =¥ Add or Remove Programs

# Add or Remove Programs

EEX

i .
Currently installed programs:

changeor | [ 8] active Disk
Rernowve iﬁl

Programs

o Deep Freeze Administrator - Enterprise

Size 18.6

3 Used frequently

Last Used On 1/29/2004
Add Mew

To change this program or remowe it From wour computer, click ChangefRemove. Change/Remove
Programs =

Add/Remove

Windows
Components

Close

Select Deep Freeze Administrator - Enterprise and click the Change/Remove button. Follow the steps
presented and the Configuration Administrator will be uninstalled from the computer.
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Deep Freeze Enterprise Console

The Deep Freeze Enterprise Console displays the status of all Frozen, Thawed, and Target workstations on
the network and allows the administrator to perform specific tasks on those workstations. Detailed status
information is available with selective or group reporting.

The Enterprise Console allows administrators to remotely perform the following tasks:

* Immediately Target Install workstations.

+ Selectively Thaw one or more workstations.

+ Selectively Freeze one or more workstations.

+ Change passwords, schedules, and configuration on the fly.

* Restart or shutdown workstations.

* Power on workstations equipped with a Wake on LAN network card.

The Enterprise Console can only wake a workstation from a powered down state if the
workstation is properly configured to power on when a Wake on LAN packet is received.

Enterprise Console Activation

If the DF5Console.exe file is copied to a different workstation than the one it was originally created on, it
will need to be activated before the Enterprise Console will operate. When the Enterprise Console runs for
the first time on a workstation, a One Time Password will need to be generated.

The Enterprise Console will only run on Windows 2000 or XP. The computer on which the
Enterprise Console will be installed must not have an installation of the Workstation Seed or
a full Deep Freeze installation.
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Enterprise Console Operation

Launch the Enterprise Console by double-clicking the DF5Console.exe file created by the Configuration

Administrator.
™ Desp Freege [nterpries Server Consola
D Yew Zcdect |idn
@ 0 el O~ 0@ LB O NI CE
Hetwak snd Gioups Yook platsoans
= @ [rone Heteor: otk st | Wik growp | IP-Addeis |[Pon | Swshe | Corfipanton [ata/Tins
th AERFVSTREET PERAYSTREET 192161100 15T Fieasn Thia Jan 2305 F1:44 204
Urknown FARACER BERRYSTREET 19216311801 191 Fiozen Thea Jon 23 053144 2004
—'::I“;:"I"""‘"““ o] CALICD- BOAMYSTAEET  1S21BR1107 1911 Facoen TheJan 29 05144 2004
Remole Cormmles
k2 [
@ |
1 —
F@ B & ¥
Jpoet 2071 Remate Contral Di-sbled

In the example shown above, the area outlined in red lists any network domain or workgroup found on

the local area network. The area outlined in green lists the workstations in the selected network or group
and their status. The area outlined in yellow summarizes the status.
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Status lcons

The Enterprise Console displays the status of the workstations on the local area network with the
following icons beside or above the workstation name depending on the view selected:

Workstations that have the Deep Freeze Workstation Seed installed but do not
< :
have Deep Freeze installed.

@ Workstations with Deep Freeze installed in a Frozen state.

m Workstations with Deep Freeze installed in a Thawed state.

Zc
Z @ Workstations that are currently powered down.
* Any workstation showing a small 7 beside the status icon is no longer
11- communicating with the console.

Deep Freeze can only be remotely installed on workstations that display the Target icon.
A workstation can lose communication with the Console for a number of reasons:

* The workstation is powered off manually or is shutdown without warning.

* The network is experiencing heavy traffic or outages.

* The workstation’s network settings are changed to indicate a new Console.
In most cases, communication with the workstation will be re-established when the workstation is
powered on or when the conditions causing the communications breakdown are rectified. It may take
several minutes for the workstation to report back to the Console and re-establish communication. If
communication cannot be re-established, contact Technical Support for troubleshooting steps.

View Options

The Enterprise Console has three view options: Icons, Detailed, and List. The current view can be changed
using the View menu.

TN Select Help

Icons
v Lisk
Details
Wew log For all workstations
:@i Remove Workstation(s) From history

The View menu can also be used to view the log for all workstations or to remove the selected
workstation(s) from the log.
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Managing Deep Freeze Using the Enterprise Console

The Enterprise Console contains a toolbar at the top of the screen that allows quick access to the functions
of the Console.

Shutdown Update
Workstation Configuration View Log
Thaw Uninstall
l Workstation l Deep Freeze l Select All
4 8 2

2 | @ o | B end WY OO0 O~ | RAll || BT

* * t
Wake Remote Install Deep Freeze Define Custom Group

Workstation
Restart Freeze Uninstall Deep Freeze Remove
Workstation Workstation and the Workstation Seed Workstation
From History

These commands can also be accessed using the contextual menu by right-clicking on a specific
workstation.

ﬁ Set Computer(s) to Thaw

ﬁm Set Computer(s) to Freeze
h‘g Restart Workstationis)

Shukdown \Warkstation(s)
@'@ Wake-Cin-Lan
@*“ Install
H*E) Uninstall - Leave Seed

“‘f |pdate Configuration
Show Log For Selected Workstations

:ﬁi Remove Workstation(s) From histary
Yiew r
Select r

When a particular action is chosen, the selected workstation will perform the action and the status icons
will update accordingly.

Specific icons will be disabled if the selected workstation does not support that action.
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Target Install Using the Enterprise Console

The Enterprise Console can remotely install a Full Workstation Installation on any workstation that has
the Workstation Seed installed.

To install Deep Freeze on a workstation using the Enterprise Console, right-click on the workstation and
select Install. Individual or multiple workstations can be selected.

™ Desp Freege [nterpries Server Consola

Fie Wiew Seiect ielp

#@ 0 Menl Wt @«~0 @~ L o &I CE

Hetwak snd Gioups Yook slations
= @ Lrone Hetrok ok st whork o | IP-Addeis |[Pon | Swshe | Corfigpanton [nteTims
i EI::'MT“F” PERAYSTREET 19211100 1971 WIS Seed THp———
. siitees okt semeanaimt UM WS Seed Mot
(21 Usen Dhemend Gironss y ) 5% Comprkeris ta Thaw € e oSt
[Wictoig] gl B Comrimiten{c) bin Fromse

Flomoly Lonatiea ) Restart workstaonis)

Shutdown Workstation(s)
B wabe-Orvlan
- T —
wo B Urinstal - Lasve Seed
WY Lodete Corfiguration
[EEE] e toxg For S beat bbb

R remows workitstion]s) from history
L ¥
Trberh ]

Sk ORD

L
1971 sty Control Dissbled

A dialog box will appear asking if the installation should proceed. Click OK to present a dialog box used to
select the file to install on the remote workstation.

After selecting the installation program to use, the workstation will install Deep Freeze and restart. Once

the installation is complete, the workstation icon in the Enterprise Console will change to the Frozen polar
bear icon.
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Dynamic Configuration Update Using the Enterprise Console

To update the configuration on one or many workstation(s), right-click on the workstation(s) and select
Update Configuration.

i Deep Freeze Loierprise Seover Comple

Fls Ve Sl
A @ e el Wt O EE O ML CE
Melmeet and Lissaps g 4 g
= ¥ i " [ T - N T T —
39_“"5'“57 o FURBALL BERRVSIREET  1R21681100 191 Fieen Thudan 25906 31,44 2004
U ReRmsaneer o AnArg |10 197 Fcsen Thaa i 290080044 004
20 Ibie Dt Gingn = G Set Comeutent) i Thawe VIBT VM WS Bed plivgy
g oy St Campuba] i) by Praase
Farncte Corsole: ) Festan werlstatand
S, W B £
fiomy Wahe-Crelan
[CERD v v St wiriataticen
W mamcve workstabond s from Pustory
Vo "
Seiect L
— !
"4 b
@ |
—
. |
r@ | £ »
JPort 1 ERT1 Fsorcba Condral Desbled

A Configuration window with five tabs, similar to the Configuration Administrator, will appear. The five
tabs can be used to update the configuration on the remote workstation(s). For further information about
the settings on each tab, refer to the sections in the Configuration Administrator documentation for
Passwords, Restart/Shutdown, Maintenance, Network, and Miscellaneous.

Time Properties
Betivation

Erable Exp.irat.i on

.J—I /1472004 || 3n15/2008 _]*

Configuration
Froperties Pazzword
Enable User Cﬁaﬁge WHS CHMD
1 H o ]cannu:ut_change
2 v v = ]can_change
3w In . g Ju:u:ummand_line
4 v [ CHE & Je:-:pires_2|:||]4

W ] 31442004 Lﬂmawzm j [

defined on this page, are optiohal.

[Deep Freeze can uze both OTP and fiked pazsswords. The "One Time Password'' [OTP) feature of
Deep Freeze iz alwaps available and cannot be dizabled. The fived workstation passwords, as

MOTE: Tao show the Deep Freeze Logon Screen, use the HOT KEY "CTRL+ALT+5SHIFT+FE".

ak.

i Load from file

Pazswords |F|estart.-"5hutdown1 Maintenancei Network] iz ]

LCancel
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Click Load from file to load the settings from an existing .rdx file into the Configuration window. A
standard open file dialog will appear that can be used to select a file.

Looking for Deep Freeze configuration file

Look, in; |_r{ Haolding on *weberator

e
iy Becent
Documents

N

Dezktop

)

ky Documents

38
fdy Computer
“
ky Metwork,
Places

x| e Bk E-

2]

% |
File name: |New|:|:|nfig.rd:-c j Dpen |
Files of bype: |Deep Freeze configuration file L] Cancel

Click Cancel to cancel the configuration update.

Click OK to update the configuration on the selected workstations.

A

When updating the configuration on the workstation, all of the displayed options will be
updated using the new settings. Frozen Drives, ThawSpace, and Win 9x options cannot be

dynamically updated and will remain as they were prior to the update.

If the Network options in the new configuration have changed, the workstations may
lose communication with the existing Enterprise Console. If communication with the
workstations is lost, check the Network settings on the updated workstations to ensure that

the port numbers and/or IP address of the Console have not been changed.

Changes to passwords take effect immediately. All other changes take effect after the
workstation is restarted.
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Network and Groups

The Enterprise Console automatically arranges workstations by their workgroup or domain. Click on the
appropriate workgroup or domain to view the workstations in that workgroup or domain.

The Enterprise Console can be used to define specific groups to arrange workstations in. Right-click on
the User Defined Groups folder and select User Defined Groups =» Add or click the User Defined Groups icon
in the toolbar to setup a group.

Add Group

Group name |Lab 1

Enter name for group abowe and then draghdrop
warkstations from the right inta the group.

'ou can also uze automatic filkers for your groups.
Check "Jsze Fiker' and enter your wildcard.

Usge *' to replace one o more gymbols,

and " to replace one symboal,

Examples: Lab01-*  aor  Lab02-77 ar  *Clazsroom-?

v Use filter |Lab1 o

Lancel

Workstations can be added into the group by dragging and dropping them from the Workstations pane or
by using an automatic filter set during the creation of the groups.

Automatic group filtering allows workstations to be added to user defined groups automatically. The
workstations are added based on their workstation (computer) name. Wildcards (¥, ?) can be used to
include a group of workstations based on a specific segment of the name.

Example: Lab1-* will include all workstations that have a name starting with Labl- into the user defined
group.

Deep Freeze Control Console Log File

The Deep Freeze Enterprise Console keeps a log of the status and activity history of all connected
workstations. The log stores information for the previous ten minutes only. Information older than 10
minutes is automatically deleted from the log.

To view the log file for one or many workstation(s), right-click on the workstation(s) and select Show Log
for Selected Workstations.

™ DeepFreeze Control Console Log

Waorkstation | Domain Time Statug IP - address MAL - addrezs | Action

FURBALL BERRYSTREET  Sunhar 14 17:06:43 2004  Frozen 152.168.1.100  0002b34a6581c

F&RACER BERRTSTREET  Sunhar 14 17:.06:37 2004  Ready toinstall 1921881101 0000=2522389

CallCO-98  BERRYSTREET  SunMar1417.06:33 2004 Frozen 192.168.1.107 004005016258

FURBALL BERRYSTREET  Sunhar 14 16:57:54 2004 Frozen 1521681100  0002b34a6581c

FURBALL BERRTSTREET  Sunhar 14 16:57:54 2004 Unknown 1921681100  0002b34aB581c

FURBALL BERRYSTREET  SunMar 14 16:57:54 2004 Frozen 1921681100 00026345681 Updating configuration
FURBALL BERRTSTREET  Sunhar 14 16:57:43 2004 Frozen 192168.1.100  0002b34aB81c

The log file can be sorted by any of the listed criteria by clicking on the appropriate heading.
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Uninstalling Using the Enterprise Console

The Enterprise Console can be used to uninstall Deep Freeze completely or to uninstall Deep Freeze but
leave the Workstation Seed.

™ Desp Freege [nterpries Server Consola

Fie Wiew Seiect ielp
#@ 0 Menl Wt @«~0 @~ L o &I CE

Hetwak snd Gioups

ik sl ation
= @ [rowe Hatvcd |k st adaors whork o | IP-Addeis |[Pon | Swshe | Corfigpanton [nteTims
gk GERATSTREET PERAYSTREET 192IEELI0N 15T Thewsd Thia Jan 2305 F1:44 204
Urknown 1 BERRYSTREET  1301BA11001 1971 Thawed Thea Jon 23 053144 2004
- :I‘:"w";’l""' Giroups SME et Compute(s) o Thaw WA Thaeed TheJan 29 05144 2004
gHr;un-('amh-. QS—:’:W&BHDPM

i_q} Heart Wirkotston(o)
o Werkatation]s)
"ﬁ"', Wake-Cr-Lan

(5= totat
=i

@Y updsts Configuraton
[ERED 5o Log tor Selsctsd Worlstations

D R werban st from beiony
Viear
Sxlsct ®

T ORH

1971 Pereite Contral Dissbled

To uninstall Deep Freeze on a workstation and leave the Workstation Seed, right-click on the Thawed
workstation(s) and select Uninstall - Leave Seed.

P B0 X W 0-~00- E@ o Ml CE

T
Uninstall Deep Freeze and the Workstation Seed

To completely uninstall Deep Freeze and the Workstation Seed, click the Uninstall button in the Toolbar.

The workstation must be Thawed before Deep Freeze can be uninstalled. The Enterprise

Console will prompt for confirmation. Once the uninstall is confirmed, Deep Freeze will
uninstall and the workstation will restart.
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Deep Freeze Enterprise Remote Console

Deep Freeze Enterprise incorporates the ability to communicate with workstations via a Remote Console.
The Remote Console is a small utility that runs on a remote workstation and acts as a communications
hub that other Consoles can connect to in order to control and view workstation status.

Server at District Office -
L—p\ Remote Console Remote Console g -
Workstation 1 o Port 1500 Deep Freeze Console 2

Il"x, - th

\ Workstation 4
)

| =

IIII

f ‘! Workstation 5

Deep Freeze Gonsole 1 Workstation 6

WIJrkstat:lnn 2 ﬂ/

Workstation 3

In the example above, the server at the district office is acting as the host for two Remote Consoles running
on different ports (port 1490 and port 1500). Deep Freeze Console 1 can see all workstations reporting
into the server because it is connected to both Remote Consoles. Deep Freeze Console 2 is restricted to
Workstations 4—6 because it is only connected to the Remote Console on port 1500.

By assigning a unique port number to each Remote Console and each group of workstations, system
administrators can control access to the workstations on a particular port using a password. Any
authorized individual can connect to the Remote Console provided they know the port number, IP
address, and password that the Remote Console is using. This allows administrators to have full access to
each workstation in the enterprise while sub-administrators are limited to specific workstations.

Creating the Deep Freeze Server Service Manager

Remote Consoles are created using the Deep Freeze Server Service Manager. To create the Server Service
Manager, run the Configuration Administrator (DFAdmin5.exe). On the Create Programs tab, choose
Create Server Manager. The DF5ServerServiceManager.exe executable will be created.

If two sites are communicating with a lower bandwidth link, it may be advisable to place
a Server Service Manager at each site to reduce network traffic during times when the
workstations are not being controlled by the Enterprise Console. Having the Server Service

Manager limited to the local network will prevent Deep Freeze related network traffic from
consuming bandwidth on a continual basis.
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Using the Deep Freeze Server Service Manager

Double-click on the DF5ServerServiceManager.exe file to launch the Server Service Manager. It is used to
setup the Remote Console on the server and configure the ports that it will communicate on.

oo Deep Freeze Server Service Manager

File Edit Help
Fort ¢ | Fassword |
51971 o] Passwordi
51972 | Pazsword?
51973 o Password3
0 add |
;’Io Delete ‘
ﬂ Inztall server ‘
|
|
AL Eit ‘
Inskall skatus: Server not installed |Server skatus: Unknown

Click Add to create a new entry. Enter a port number and tab over to enter a password. Repeat this process
for as many ports as are required. A maximum of approximately 2000 ports can be entered.

Click Install Server to install the service. A dialog will display asking if the service should start
automatically. Choose Yes to start the service now and when the workstation restarts. Otherwise, the
service will have to be started manually with the Server Service Manager or the Windows Computer
Management Console.

To make a change to the port number settings, stop the service by clicking Stop Server. Make the changes
and click Start Server to restart the service.

The Deep Freeze Server Service Manager is an interface to administer the Remote Consoles
running on the server. The Remote Consoles continue to run even if the server is logged off.
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Connecting to a Remote Console

Create a new Enterprise Console with the Configuration Administrator, using a different port than the
other servers in the enterprise. Launch this new console.

Previously configured Remote Consoles will automatically be connected if they are available. If the
password has changed, right-click on the Remote Console, select Remote Consoles =¥ Remote Console
Management =¥ Reconnect to Remote Console, and type in the new password.

To add a new Remote Console, right-click on Remote Consoles in the Network and Groups section of
the Enterprise Console and select Rermote Consoles =¥ Remote Console Management =¥ Connect to Remote
Console.

Metwork and Groups

')} Entire Metwork,
[ User Defined Groups

|| [Hiztany]
G

User Defined Group L4

Remote Console Management  F ﬁ Conneck ko Remote Consale

ﬁ Enable Remate Console Control

The Connect to Remote Console window will be displayed.

Connect to Remote Console E|
Hemote Console Mame

|Name

Remote Conszole IP Port §#
[192.168.1.1 11971
Password ]

Connect LCancel
I |

Enter a name in the Remote Console Name field. If a name is not entered, the IP address and port numbe
of the Remote Console will be used as the name by default.

=

Enter the IP address of the Remote Console in the Remote Console IP field and the port number that the
Server Service Manager is listening on in the Port # field. If the Server Service Manager is listening on
multiple port numbers, only workstations listening on the specified port number will be shown.

Enter the password that was setup in the Server Service Manager in the Password field.
Click Connect to connect to the Remote Console.
To remove a Remote Console, right-click on its name and select Remote Consoles =¥ Remote Console

Management =¥ Remove Remote Console From List. A Remote Console must be removed and then added
again in order to change its name.
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Deploying Deep Freeze
After a customized installation program file has been created using the Configuration Administrator, Deep
Freeze can be deployed to workstations using an Attended Install, Target Install, the Silent Install System, or
as part of an imaging process.
All background utilities and anti-virus software should be disabled and all applications should be closed
prior to installation. These programs may interfere with the installation which could result in Deep Freeze
not functioning correctly.

The workstation will restart after any type of installation is completed.

Deep Freeze must be in a Thawed state for any type of uninstall to succeed.

Any existing ThawSpace will be deleted during an uninstall if the option to retain existing

A. ThawSpace was not checked in the Configuration Administrator, if the ThawSpace was
not created with Deep Freeze Professional Version 5 or later, or if the ThawSpace is on a
Windows 95/98/Me workstation.

Attended Install or Uninstall

Run the installation program file (DF5Wks.exe) on the workstation.

2 ¥ = vy
ENTERPRISE

Deep Freeze 5 Enterprise 5 Hhrkstali-nn.ln!;lal.la'lion

Workstation 5.00.220.1089

Faronics Corporation o
| Copyright 1999-2003 All Rights Reserved B
THAMK ¥ OU FOR CHOOSNG DEEP FREEZE

OWERNWIEW

Windowws Protection and Security.
Present &l System Changes
Complete Windowws Protection
Protect against; "hackers, sbusers & misusers
"they don't stand a Ghost of a chance”...

Deep Freeze makes all changes to the computer
temparary. The computer operates normally snd
Deep Freeze is totally invisible to the user. The
computer is 100% restored by simply restaring
the computer. Permanent changes can be made v

Click Install to begin the installation. Follow the steps presented, then read and accept the licence
agreement. Deep Freeze will be installed and the workstation will restart.

Click Uninstall to uninstall Deep Freeze. Uninstall can only be clicked if Deep Freeze has previously been
installed. If there is an existing ThawSpace, Deep Freeze will display a dialog asking if it should be retained
or deleted.
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Silent Install or Uninstall

Deep Freeze can be rapidly installed to many workstations over a network using the Silent Install System.
Any deployment utility that allows execution of a command line on a remote workstation can implement
the Silent Install System. After the Silent Install is complete, the system will immediately restart. The
command line has the following options:

Syntax Description
[/Install] Install Deep Freeze using installation file
[/Install/Seed] Install only the specified workstation seed file
[/Uninstall] Uninstall Deep Freeze
[/Uninstall/Seed] Uninstall Deep Freeze and leave the workstation seed installed
[/PW=password] Set a password during installation
[/AllowTimeChange] Allow system clock to be changed
[/Freeze=C,D,...] Freeze only drives listed (Thaw all others)
[/Thaw=C,D, ...] Thaw only drives listed (Freeze all others)
Example Command Line: DF5Wks.exe /Install /Freeze=C /PW=password

In the example, the Deep Freeze installation program file is named DF5Wks.exe. Only the C: drive will be
Frozen. Any other drives on the workstation will be Thawed. If the workstation only has a C: drive, the
[/Freeze] switch can be omitted. A password (password) will be created. After executing the command,
Deep Freeze will install and the workstation will restart Frozen and ready to use.

The Silent Install System will not work without the [/Install] or [/Uninstall] switch.

Deep Freeze must be in a Thawed state before [/Uninstall] can be used.

Silent Install or Uninstall using a Shortcut

Deep Freeze can be installed directly on a workstation without having to use the installation dialog box by
using the following steps.

1. Locate the Deep Freeze installation program file (DF5Wks.exe) on the target workstation.
2. Right-click on the icon and choose Create Shortcut.

3. Right-click on the shortcut and choose Properties.

4. Edit the path of the Target field by typing /install or /uninstall at the end of the path.

Example Shortcut Target: “C:\Documents and Settings\DF5Wks.exe” /install

Double-clicking the new shortcut will result in the immediate installation or uninstallation of Deep Freeze
followed by a restart of the workstation.

Deep Freeze must be in a Thawed state before /uninstall can be used.
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Network Install on Multiple Workstations

The Silent Install System can also be used to install Deep Freeze on multiple workstations over a network.
If the workstations on the network use logon scripts, the scripts can be used to install Deep Freeze on

all networked workstations automatically. All workstations will restart Frozen and ready for use after
installation has completed.

Use one of the following command line syntaxes to create an install error report log file:

*\\Server Name\Share Name\DF5Wks.exe /Install > dfinstall.log
*\\Server Name\Share Name\DF5Wks.exe /install >> dfinstall.log

Install Over Existing Deep Freeze Versions

All existing Deep Freeze versions must be uninstalled prior to performing any new Deep Freeze
installation.

Install Using Imaging

Deep Freeze Enterprise has been designed to work with all major imaging and desktop management
software. Use either an Attended Install or the Silent Install System to install Deep Freeze on a master
image.

Deep Freeze must be in a Thawed state before finalizing a master image. The workstation will require an
additional restart after imaging for Deep Freeze to correctly detect the changes in disk configuration. If
the workstations are imaged in an unattended mode, steps should be taken to ensure the workstations

are restarted to allow the configuration to update. To return to the Frozen state after imaging is complete,
set Deep Freeze to be Thawed after n number of restarts (in the master image) so that after » number of
restarts, the workstation is automatically Frozen. Alternatively, use Deep Freeze Command Line Control to
Freeze selected workstations.

Target Install Using Enterprise Console

Deep Freeze can also be deployed using a Target Install from the Enterprise Console.
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Using Deep Freeze

Workstation Logon

There are two ways to logon to Deep Freeze on a workstation. If the Deep Freeze icon is shown in the
System Tray, hold down the SHIFT key and double-click the Deep Freeze icon. Alternatively, use the

keyboard shortcut CTRL+SHIFT+ALT+Feé.

Either method will bring up the logon dialog.

Deep Freeze 5
OTP Token: 00307200

WE00.120.1046

X

1 |Er|l:er Password;

_—

Enter the administrator password and click OK to logon to Deep Freeze.

Boot Control

The Boot Control tab is used to set the mode Deep Freeze will be in after the next restart.

Deep Freeze 5

Boat Control ] I etk 1

Status on Mext Boot

(* Boot Frozen
" Boot Thawed on next
™ Boot Thawed

Cancel J Help

J—:JJ restarts

x)

Boot Frozen will ensure that the workstation is Frozen the next time it is restarted.

Boot Thawed on next will ensure that the workstation is Thawed each time it is restarted for the next

specified number of restarts.

Boot Thawed will ensure that the workstation is Thawed each time it is restarted.

Select the radio button next to the desired choice and click OK for the changes to take effect.
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Network

The Network tab can be used to configure the network options on a workstation.

Deep Freeze 5 @

Boot Contral - Metwark ]

Metwork, Optiong

v Use default port 19
Conzole IP L

Cancel J Help J (] J

The LAN and WAN radio buttons select between the LAN and the LAN/WAN method of communication.

When the WAN radio button is selected, a valid IP address for the Enterprise Console must be entered in
the Console IP field. The default port number can be changed by unchecking Use Default Port and entering
the desired port number.

For further information on network configuration, refer to the Enterprise Console Networks and Groups
documentation.

One Time Passwords

A One Time Password (OTP) can be generated using the Configuration Administrator. The Configuration
Administrator requires a token from the workstation in order to generate an OTP. The OTP Token for the
workstation is located in the Deep Freeze logon dialog.

Deep Freeze 5 [ZJ
OTP Token =» JOTF Token: 00307200 W5.00.120.104E

* boep Froeze

[rEIE S

T - N

E * T, 1‘; Cancel ok

Refer to the Configuration Administrator documentation for more information about the One Time
Password Generation System. An OTP can be used one or more times after it has been generated
(depending on the options set when it was generated). All OTP passwords will expire at midnight on the
day they were created.

Enter Paszword:

An OTP must be used to logon to Deep Freeze if no passwords were created for the Deep Freeze
configuration file.
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Using ThawSpace

ThawSpace is a virtual partition on a workstation that can be used to store programs, save files, or make
permanent changes. All files stored in the ThawSpace will be saved after a restart, even if the workstation

is Frozen. ThawSpace is only available if it was set to be created by the Deep Freeze Configuration
Administrator.

Any existing ThawSpace will be deleted during an uninstall if the option to retain existing

A ThawSpace was not checked in the Configuration Administrator, if the ThawSpace was
not created with Deep Freeze Professional Version 5 or later, or if the ThawSpace is on a
Windows 95/98/Me workstation.

Permanent Software Installations, Changes, or Removals

Workstations must be Thawed for any permanent changes to take effect. Installation of software often
requires one or more restarts to complete the installation. It is reccommended that the Boot Control tab

is used to allow the workstation to restart with Deep Freeze Thawed until installations or changes are
finished.
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Deep Freeze Command Line Control (DFC.EXE)

The Deep Freeze Command Line Control (DFC) offers network administrators increased flexibility in
managing Deep Freeze workstations. DFC works in combination with third party enterprise management
tools and/or central management solutions. This combination allows administrators to update
workstations on the fly and on demand.

It is important to note that DFC is not a standalone application. DFC integrates seamlessly with any
solution that can run script files, including standard run-once login scripts.

The DFC executable is installed in same directory as the Configuration Administrator:
C:\Program Files\Faronics\Deep Freeze Enterprise\Dfc.exe

DFC commands require a password with command line rights. OTP passwords cannot be used.

DFC Boot Control

Syntax
DFC password /BOOTTHAWED

DFC password /THAWNEXTBOOT

DFC password /BOOTFROZEN

DFC password /FREEZENEXTBOOT

DFC Status Query

Syntax
DFC get /ISFROZEN

Description

Restarts workstation into a Thawed state. Only works on Frozen
workstations.

Sets up workstation to restart Thawed the next time it restarts.
Only works on Frozen workstations. Does not force workstation
to restart.

Restarts workstation into a Frozen state. Only works on Thawed
workstations.

Sets up workstation to restart Frozen the next time it restarts.
Only works on Thawed workstations. Does not force workstation
to restart.

Description

Queries workstation if it is Frozen. Returns o if Thawed. Returns 1
if Frozen.

Configuration Update
Syntax Description
DFC password /CFG=[path] depfrz.rdx Replaces Deep Freeze configuration information. Works
on Thawed or Frozen workstations. Password changes
are effective immediately. Other changes require restart.
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DFC Return Values

On completion of any DFC command, the DFC will return the following values:

Value Description

0 SUCCESS or Boolean FALSE, for commands returning a Boolean result
1 Boolean TRUE

2 ERROR - User does not have administrator rights

3 ERROR - DFC command not valid on this installation

4 ERROR - Invalid command

[€)]
|
*

ERROR - Internal error executing command

Batch File Example

The example below shows how to check for a specific error level using a DOS Batch file:

@ECHO OFF

DFC.EXE get /isfrozen

IF Errorlevel 5 GOTO Error5

IF Errorlevel 4 GOTO Errord This section checks the Errorlevel that DFC
IF Errorlevel 3 GOTO Error3 id h .

IF Errorlevel 2 GOTO Error? provides to the operating system.
IF Errorlevel 1 GOTO Errorl

IF Errorlevel 0 GOTO Error0

:Error5

Echo Errorlevel 5

Goto END

:Errord

Echo Errorlevel 4

Goto END

:Error3

Echo Errorlevel 3 - ] - K
Goto END This section contains the actions that should
.Error2 be performed for each Errorlevel.
Echo Errorlevel 2

Goto END

:Errorl

Echo Errorlevel 1

Goto END

:Error0

Echo Errorlevel 0

Goto END

:END

Actions can be placed between the ECHO Errorlevel # statementand the Goto END statement for each of
the detected error levels. To use this Batch file to automatically Thaw a Frozen workstation, the following
section of the Batch file would have to changed:

:Errorl

Echo Errorlevel 1

DFC.EXE password /BOOTTHAWED
Echo

Goto END
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Appendix A—Network Examples

Four examples of different network topologies running Deep Freeze Enterprise are discussed below.

Example 1—LAN with Single Segment

Example 1 shows the simplest network topology. It consists of three workstations running Deep Freeze
that are connected together by a hub or switch. A fourth computer is used as an administrative computer
to run the Enterprise Console.

To setup the configuration, create a matching set of the programs DF5Wks.exe and DF5Console.exe using
the Configuration Administrator.

] f
f;{ H i -
Deep Freeze ub or et
Goadoi Switch 1 Workstation 2
g
Workstation 3

Open the Configuration Administrator and create a new configuration file or open an existing file such as
DepFrz.rdx, DF5Wks.exe, or DF5WksSeed.exe.

Click on the Network tab and select LAN mode. The default port number is set to 1971 but this can
be changed to any appropriate port number. The port number is the listening port for the Enterprise
Console. The Console will only see workstations that use the same port number.

Configure other options as required, then click on the Create Programs tab. Click on Create Enterprise
Console and Create Full Workstation Installation to create the two files DF5Console.exe and DF5Wks.exe.

Run DF5Console.exe on the Enterprise Console computer. If the DF5Console.exe program was not created
on the computer being used for the Console, the Console program must be activated the first time it is run
using an OTP password generated by the Configuration Administrator.

Run DF5Wks.exe on each workstation. As each workstation completes the Deep Freeze installation and is
automatically restarted, it will appear on the Console screen. The Console can now be used to control the

workstation.

Refer to the Enterprise Console documentation for further information.
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Example 2—LAN with Two Segments Connected by a Router

Example 2 shows a more complex network topology where two segments are connected by a router. The
Deep Freeze Console and three workstations (Workstations 1, 2, and 3) are connected together on one
segment. Three additional workstations (Workstations 4, 5, and 6) are connected on a second segment.

Deep Fte%m Console

Workstation 4

F — |
| - o
=3 Hub or Router 1 Hub or H“‘x_h =
Workstation2 (| Switch Switch . Workstation 5
Workstation 3 \(:l

Workstation 6

The Deep Freeze configuration that works on the above topology consists of the same setup as described
in Example 1 for the segment shown on the left (Workstations 1, 2, and 3). Workstations 4, 5, and 6 in
the segment shown on the right must be installed with a Deep Freeze installation that has a different
configuration.

In most cases, no configuration of the router will be necessary. The workstations on the right hand
segment need to be configured in the LAN/WAN mode with the IP address of the Enterprise Console
specified.

If the router is a NAT (network address translation) router, or there is a firewall between the two segments,
the workstations on the right hand segment will need to be configured with the IP address of the router

or firewall. The router or firewall will then need to be configured to forward traffic on the specified port to
the Enterprise Console.

Open the DF5Wks.exe program (used on the left hand segment) in the Configuration Administrator. Click
on the Network tab and select LAN/WAN mode. Set the IP number and ensure that the port number is the

same as that used in the LAN configuration.

Click the Create Programs tab. Click Create Full Workstation Installation and save the program under a
different name to identify this configuration (e.g. DF5WksRouter].exe).

Run this new program on Workstations 4, 5, and 6.

The Enterprise Console will display each of the new workstations as they automatically restart after
installation.
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Example 3—Two Segment LAN with One Segment Connected by the Internet

Example 3 shows the same network described in Example 2, with the addition of a second router (Router
2) that connects to the Internet. Workstation 7 is connected to Router 2 via the Internet.

' ]

ey T
Router1  Hubor “~_ —

' Switch Workstation 5
Workstation 3 Router 2 \g

Workstation 6

Workstation 7

For Workstations 1-6, the same settings as in Example 2 can be used. Workstation 7 will need to be
configured with the external IP address of Router 2. Router 2 will need to be configured so that any traffic
from Workstation 7 on the selected port will be forwarded to the Enterprise Console. This may require
ports to be opened if a firewall is present.
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Example 4—Single Segment LAN with Two Enterprise Consoles

Example 4 shows a simple single segment network with two Enterprise Consoles. Console 1 is used to
control Workstations 1, 2, and 3. Console 2 is used to control Workstations 4, 5, and 6.

Deep Freeze Console 1 Deep Freeze Console 2

—_—
—
m

Workstation 1

Workstation 2

—_—

Workstation 3 Workstation 6

A Console communicates (listens) on a specific port number. Only one Console can monitor any one port.
Therefore, in this example, Console 1 and Console 2 must be configured to communicate on different
ports. Workstations 1, 2, and 3 must be configured to communicate on the same port as Console 1.
Workstations 4, 5, and 6 must be configured to communicate on the same port as Console 2.
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