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SUBJECT: INITIAL READING: PROPOSED AMENDMENTS TO POLICIES 8475,
CRIMINAL BACKGROUND  SCREENING OF VENDORS,

INDIVIDUALS, OR ENTITIES UNDER CONTRACT WITH THE .
SCHOOL BOARD; 7540.02, DISTRICT WEB PAGE; 7540.04, STAFF L Add

RESPONSIBLE USE OF TECHNOLOGY, SOCIAL MEDIA, AND |

DISTRICT NETWORK SYSTEMS, 7540.05, STAFF ELECTRONIC
MAIL; BYLAWS 0167.1, USE OF ELECTRONIC MAIL; 0171 REVIEW
OF poLicyYy

COMMITTEE: PERSONNEL SERVICES AND STUDENT AND SCHOOL SUPPORT

LINKTO

STRATEGIC
BLUEPRINT: SAFE, HEALTHY & SUPPORTIVE LEARNING ENVIRONMENT

Consistent with the Board’s statutory responsibility to periodically review and update its
policies to conform to legislative changes and District practices, authorization is
requested for the Superintendent to initiate rulemaking to amend Board policies 8475,

Criminal Background Screening of Vendors, Individuals, or Entities Under Contract with '
the School Board, 7540.02, District Web Page; 7540.04, Staff Responsible Use of |

Technology, Social Media, and District Network Systems, 7540.05, Staff Electronic Mail:
Bylaws 0167.1, Use of Electronic Mail, 0171, Review of Policy. Many of these
amendments have been recommended by NEOLA, Inc., the Board’s policy consultant,
and all have been drafted and reviewed by the District departments that will implement
them.

Policy 8475 is being amended to clarify the process by which non-employee contractors
are issued state-required badges by the District indicating that they have cleared the
Level 2 screening process and requiring contractors and those who work for them to
wear the badges at all times when on school campuses. The policy is also being
amended to change and simplify the name from Criminal Background Screening of
Vendors, Individuals, or Entities Under Contract with the School Board to Criminal
Background Screening of Contractors.
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Amendments to Policy 7540.02 include changing the name from District Web Page to
District Web Content, Services, and Apps and other changes to emphasize that the
policy applies to all web content and services/apps that may be developed by staff or

students. Policy 7540.04, Staff Responsible Use of Technology, Social Media, and | Added
e

District Network Systems, is proposed to be amended to clarify that all users of the |

District network are bound by the Network Security Standards.

The Board’s Policy governing staff e-mail, Policy 7540.05, Staff Electronic Mail, and
Bylaw 0167.1, Use of Electronic Mail, are proposed to be amended to clarify that Board
members and their staff, as authorized users of the District email system, are subject to
the same restrictions as District employees. Policy 7540.05 also includes proposed
amendments related to retention of emails as public records.

Finally, Board Bylaw 0171, Review of Board Policy, is proposed to be amended to
reflect the statutory change removing the mandate that the Board complete a
comprehensive review of its policies every two years and file a report with the
Legislature. The Board remains legally responsible under other statutes, however, for
updating its policies whenever necessary to comply with existing law and practices. It is
also the Superintendent’'s statutory duty to recommend policy changes as often as
necessary to implement state education law and the mission of the District school

system.

Attached is the Notice of Intended Action and the proposed new policy and policy
amendments. Changes are indicated by underscoring words to be added and striking
through-words to be deleted.

Authorization of the Board is requested for the Superintendent to initiate rulemaking
proceedings in accordance with the Administrative Procedure Act to amend Board
policies 8475, Criminal Background Screening of Vendors, Individuals, or Entities Under

Contract with the School Board; 7540.02, District Web Page; 7540.04, Staff} Added

Responsible Use of Technology, Social Media, and District Network Systems; 7540.05,
Staff Electronic Mail; Bylaws 0167.1; Use of Electronic Mail, and 0171, Review of

Policy.

RECOMMENDED: That The School Board of Miami-Dade County, Florida,
authorize the Superintendent to initiate rulemaking
proceedings in accordance with the Administrative
Procedure Act to initiate rulemaking proceedings to amend
Board policies 8475, Criminal Background Screening of
Vendors, Individuals, or Entities Under Contract with the

School Board, 7540.02, District Web Page; 7540.04, Staff L
Responsible Use of Technology, Social Media, and District |

Network Systems; 7540.05, Staff Electronic Mail, Bylaws
0167.1, Use of Electronic Mail, and 0171, Review of Policy.
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NOTICE OF INTENDED ACTION

THE SCHOOL BOARD OF MIAMI-DADE COUNTY, FLORIDA, announced on January 25, 2017, its intention to

amend Board policies 8475, Criminal Background Screening of Vendors, Individuals, or Entities Under Contract with

the School Board; 7540.02, District Web Page; 7540.04, Staff Responsible Use of Technology, Social Media, and } added
District Network Systems; 7540.05, Staff Electronic Mail, Bylaws 0167.1, Use of Electronic Mail, and 0171, Review of

Policy, at its regular meeting on March 15, 2017.

PURPOSE AND EFFECT: Consistent with the Board’s statutory responsibility to periodically review and update its
policies to conform to legislative changes and District practices, amendments are being proposed to several Board

policies.

Policy 8475 is being amended to clarify the process by which non-employee contractors are issued state-required
badges by the District indicating that they have cleared the Level 2 screening process and requiring contractors and
those who work for them to wear the badges at all times when on school campuses. The policy is also being
amended to change and simplify the name from Criminal Background Screening of Vendors, Individuals, or Entities
Under Contract with the School Board to Criminal Background Screening of Contractors.

Amendments to Policy 7540.02 include changing the name from District Web Page to District Web Content, Services,

and Apps and other changes to emphasize that the policy applies to all web content and services/apps that may be
developed by staff or students. Policy 7540.04, Staff Responsible Use of Technology, Social Media, and Distn‘ct} Added
Network Systems, is proposed to be amended fo clarify that all users of the District network are bound by the
Network Security Standards.

The Board’'s Policy governing staff e-mail, Policy 7540.05, Sfaff Electronic Mail, and Bylaw 0167.1, Use of Electronic
Mail, are proposed to be amended to clarify that Board members and their staff, as authorized users of the District
email system, are subject to the same restrictions as District employees. Policy 7540.05 also includes proposed
amendments related to retention of emails as public records.

Board Bylaw 0171, Review of Board Policy, is proposed to be amended to reflect the statutory change removing the
mandate that the Board complete a comprehensive review of its policies every two years and file a report with the
Legislature. The Board remains legally responsible under other statutes, however, for updating its policies whenever
necessary to comply with existing law and practices. It is also the Superintendent’s statutory duty to recommend
policy changes as often as necessary to implement state education law and the mission of the District school system.

SUMMARY: Consistent with the Board's statutory responsibility to periodically review and update its policies to
conform to legislative changes and District practices, amendments are being proposed to several Board policies,
including 8475, Criminal Background Screening of Vendors, Individuals, or Entities Under Conitract with-the School

Board; 7540.02, District Web Page; 7540.04, Staff Responsible Use of Technology, Social Media, and Distn'ct} Added
Network Systems; 7540.05, Staff Electronic Mail, Bylaws 0167.1, Use of Electronic Mail, and 0171, Review of Policy.

SPECIFIC LEGAL AUTHORITY UNDER WHICH RULEMAKING 1S AUTHORIZED: 1001.41 (1) (2), (3), (5); 1001.42
(®), (8), (15); 1001.43 (6), (9), (10), (11); 1001.49 (3) F.S.

LAWS IMPLEMENTED INTERPRETED OR MADE SPECIFIC: 119.011, Chapter 257, Chapter 668.60, Chapter
668.701, 774.083, 775.082, 1001.43 (11), 1012.32, 1012.465, 1012.467, 1012.468

IF REQUESTED, A HEARING WILL BE HELD DURING THE SCHOOL BOARD MEETING on March 15, 2017,
which begins at 1:00 p.m., in the School Board Auditorium, 1450 N.E. Second Avenue, Miami, Florida 33132.
Persons requesting such a hearing or who wish to provide information regarding the statement of estimated
regulatory costs, or to provide a proposal for a lower cost regulatory alternative as provided in Section 120.54(1),
F.S., must do so in writing by February 21, 2017, to the Superintendent, Room 912, at the same address.

ANY PERSON WHO DECIDES TO APPEAL THE DECISION made by The School Board of Miami-Dade County,
Florida, with respect to this action will need to ensure the preparation of a verbatim record of the proceedings,
including the testimony and evidence upon which the appeal is to be based. Section 286.0105, F.S.

COPIES OF THE PROPOSED AMENDED POLICIES are available at cost to the public for inspection and copying in
the Citizen Information Center, Room 158, 1450 N.E. Second Avenue, Miami, Florida 33132.
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CRIMINAL BACKGROUND SCREENING OF VENDORSINDIMDUALS,

B@ARQCO NT RACTO RS

All non-instructional contractual personnel who are permitted access on school
grounds when students are present, including contractual personnel whose
performance of the contract is not anticipated to result in direct contact with
students, and for whom any unanticipated contact would be infrequent and
incidental, and those contractors who have access to or control of school funds shall
be subject to a criminal background check.

W%&l——th&Seheel—Beafd—— For puUrposes of this 13011CV a contractor shall mean anv

vendor, individual, or entity under contract with a school or with the School Board
{District), but who is not otherwise an employee of the Board. The term also includes
any emplovee of a contractor who performs services for the Board or school under
the contract, as well as any subcontractor and employvees of the contractor. The
District shall mform these 1nd1v1duals that they are subject to crlmmal background
checks. { b

confidential:

Further, every five (5) vears following the initial entry into a contract with the Board
or a school in a capacity described above, each person who is so emploved as a
vendor, individual, or emplovee of a contractor with the Board must meet Level 2

screening reguirements.

The information contained in the reports received is confidential. The District shall
share information received as the result of the criminal background check with other

school districts.

Identification Badges

All contractors shall wear the required, state-created identification badge at all times
while on school grounds. The badge must bear a photograph of the contractor and
will be issued by the District after the District has verified that the contractor:

A. is a resident and citizen of the United States or a permanent
resident alien of the United States as determined by the United
States Citizenship Immigration Service;

B. is eighteen (18) vears of age or older; and

© NEoLA 2007
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A:C. meets the statutory background screening requirements
pursuant to state law and this policy.

The uniform, Statewide identification badge will be recognized by the District and
must be visible at all times that a contractor is on school grounds. The
identification badge is valid for a period of five (5) yvears.

Any exemptions to this policy must be approved in writing by the Office of
Employment Standards.

Violations

A contractor who is present on school grounds in viclation of this policy, and
without a valid and approved exemption, commits a third degree felony under
Section 1012.32, F.S., punishable as provided in Sections 775.082 or 775.083, F.S.

F.S. 775.082, 774.083, 1012.32, 1012.465, 1012.467, 1012.468
Jessicalunsford-Aect

© NeoLA 2007
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DISTRICT WEB_PAGECONTENT, SERVICES, AND APPS

Web sites—content, services, and apps created by employees and students of the
District may be ereated-and-published on the World Wide Web _and/or presented for
public consumption on web-enabled devices. The creation of web sites—content
services, and apps by students must be done under the supervision of an
instructional staff member and —These—web-sites—must reflect the professional
image of the District, its employees, and students. The-centent-of-all-pagesAll
content must be consistent with the Board's mission statement and is subject to
prior approval of the Superintendent.

Apps/Web services are software (i.e., computer programs) that support the
interaction of personal communication devices over a network, or client-server
applications in which the user interface runs in a web browser. Apps/Web services
are used to communicate/transfer information/data that allow students to perform
actions/tasks that assist them in  attaining educational achievement
goals/objectives, enable staff to monitor and assess their students’ progress, and
allow staff to perform other tasks related to their employment. Aops/Web services
also are used to facilitate communication to, from, and among and between staff,

students, and parents.

The purpose of such web sites, services, and apps is to educate, inform, and
communicate. The following criteria should be used::

A. Educate

Content provided im-the-web-site-should be suitable for and usable
by students and teachers to support the curriculum and the Board's
objectives as listed in the Board's strategic plan.

B. Inform
Content may inform the community about the school, teachers,

students, or departments, including information about curriculum,
events, class projects, student activities, and departmental policies.

C. Communicate

Content may communicate information about the plans, policies,
and operations of the District to members of the public and other
persons who may be affected by District matters.

© NEOLA 2004
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The information contained en—the-web—sitewithin web content, services, and apps
should reflect and support the Board's mission statement, educational philosophy,

and the school improvement process.

When the content includes a photograph or information relating to a student, the
Board will follow Policy 8330.

All links included on the pages must also meet the above criteria and comply with
State and Federal law (e.g. copyright laws, Children's Internet Protection Act).

Under no circumstances is a-web site-content to be used for lobbying for candidates
for public office, or to provide financial gains for any individual, except as the
District authorizes. Web pages-content linked from or hosted onecentained-on the
District's web site also may not: (1) include statements or other items that support
or oppose a candidate for public office, the investigation, prosecution or recall of a
public official, or passage of a tax levy or bond issue; (2) link to a web site of another
organization if the other web site includes such a message; or (3) communicate
information that supports or opposes any labor organization or any action by, on
behalf of, or against any labor organizations. In addition, before any statement that
supports a tax referendum proposed by the District is posted on the District website,
or on any web pages linked to the District web site, the Board shall adopt a
resolution at a public meeting declaring that such statement serves a public

purpose.

Pages-Web content, services, and apps should reflect an understanding that both
internal and external audiences will be viewing the information.

School web sites must be located on Board-affiliated éervers.

The Superintendent shall prepare procedures defining the standards permissible for
use.

The Board retains all proprietary rights related to the design of web sites and/or
pages that are hosted on the Board's servers, along with other web content, absent

written agreement to the contrary.

Students who want their class work to be displayed on the school's web site_(or via
other web-based technologies) must have written parent permission and expressly
license its display without cost to the Board.

Prior written parental permission is necessary for a student to be identified by name
on the school's web site, services, or apps.

© NEoLA 2004
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F.S. 104.31(1)(a), 110.233(2), 110.233(4), 112.313(6), 1001.32(2), 1001.42

H.R. 4577

P.L. 106-554, Children's Internet Protection Act of 2000

People Against Tax Revenue Mismanagement v. County of Leon, 583 So. 2d
1373 (Fla. 1991); Commission on Ethics: In Re: Patty Lynch, Case No.

2068EC (1994)

© NeoLa 2004
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STAFF RESPONSIBLE USE OF TECHNOLOGY, SOCIAL MEDIA, AND
DISTRICT NETWORK SYSTEMS

The School Board provides access to a large variety of technology and network
resources which provide multiple opportunities to enhance learning and improve\
communication within the school district and the community. All users must,
however, exercise appropriate and responsible use of school and District technology
and information systems. Users are defined as anyone authorized by administration
to use the network. This includes, but is not limited to: staff, vendors, contractors,
and volunteers. This policy is intended to promote the most effective, safe,
productive, and instructionally sound uses of network information and
communication tools.

The District network is defined as all computer resources, including software,
hardware, lines, and services that allow connection of District computers to other
computers, whether they are within the district or external to the District, including
connection to the Internet with any device while on school property. The Board shall
maintain a system of internet content filtering devices and software controls that
meet the Federal standards established in the Children’s Internet Protection Act.

(CIPA).

Responsible Use _ Added

Responsible use of the District's technology resources is expected to be ethical,
respectful, academically honest, and supportive of the District’s educational mission
and objectives. Each user has the responsibility to respect every other person in our
community and on the Internet. Digital storage and electronic devices used for
school purposes will be treated as extensions of the physical school space.
Administrators, or their designees, may review files and communications (including
electronic mail) to ensure the system is being used in accordance with District policy
and administrative procedures and guidelines. Users do not have any expectation of
privacy in files stored on servers or disks which may be subject to disclosure
pursuant to Florida’s Public Records Act.

No user may use the network to take any action and/or communicate any language
that the employee or student could not take or communicate in person. Prohibitions
in applicable Federal, State, and/or local law or regulation, collective bargaining
agreements and Board policies are included. Additionally, there is no expectation of
privacy in the use of e-mail or network communications when such communications
occur over District provided equipment by District employees, students, or others
(See Policy 7540.053).
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Users are expected to comply with the rules of network etiquette, including but not
limited to:

A. Use of the District’'s Network and electronic devices must be
consistent with the District’s educational objectives, mission, and
curriculum; all users of the M-DCPS network are bound by the
guidelines and stipulations set forth within the Network Security
Standards, which are posted on the District’s website.-

B. Any user who identifies a security problem on the network must
notify a system administrator and shall not disclose or demonstrate
the problem to others.

C. Employees shall not use another individual’s account without
written permission. Users must not share their password with
anyone, engage in activities that would reveal anyone’s password, or
allow others to access a computer that the user is logged on to.
Attempting to log in to the system as any other user is prohibited.
Employees are expected to act with due care in maintaining their
passwords private and secure.

D. Transmission of any material in violation of local, Federal, and/or
State laws is prohibited. This includes, but is not limited to:
copyrighted material, licensed material, and threatening, bullying,
discriminating, slanderous, or obscene material.

Obscene material is material which:

1. the average person, applying contemporary community
standards, would find, taken as a whole, appeals solely to the
prurient interest; and

2. depicts or describes, in a patently offensive way, sexual
conduct as defined in State law (F.S. 847.001(11)); and

3. taken as a whole, lacks serious literary, artistic, political, or
scientific value.

E. Intentional or unintentional use of District resources to access or
process proxy sites, pornographic material, explicit text or files, or
files dangerous to the integrity of the network is strictly prohibited.

protected basis as delineated in the Board’s anti-discrimination
policies.

F. The network may not be used in any way that discriminates on any }

Added
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The use of profanity, vulgarities, or any other inappropriate
language is prohibited.

Downloading pictures, sounds, video clips, text documents, or any
material without authorization and without confirmation is
prohibited unless the employee has the right to use it or has
obtained permission from the copyright owner.

Downloading games, video files, audio files, or streaming media
without educational value or without prior authorization by an
administrator is prohibited.

Uploading, downloading, transferring, or installing software
applications, images, texts, video files, and digital music files
without authorization is prohibited.

Use of District resources for commercial activities, product
advertisement, or religious or political campaigning, lobbying,
threats, suggestions of violence, or solicitation is prohibited.

Accessing chat rooms or instant messaging while using the District’s
network is prohibited.

Bypassing the District’s content filter without authorization is
strictly prohibited.

Users may be held personally and financially responsible for
malicious or intentional damage or interruptions to network service,
software, data, user accounts, hardware and/or any other
unauthorized use.

Files stored on District-managed networks and hardware are the
property of the District and may be inspected at any time.

Use of the network in such a way that other users would be unable
to get the full benefit of information available is prohibited. This
includes, but is not limited to: running applications that deny the
network’s services to others, tying up computers without a
legitimate educational, District or school business purpose while
others are waiting, damaging software or hardware so that others
are unable to use if, or any conduct that would be prohibited by
State law (F.S. 815.06).

\

)

Added
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Q.

Administrators should monitor these materials to ensure compliance
with content standards.

Materials published electronically must be for educational purposes.\

Software, services, games, applications, video or audio files, or
streaming media obtained without permission may never be
installed, uploaded, or downloaded on school devices.

Cyberbullying is prohibited at all times, on campus or off, whether
using District-owned equipment and networks or personally owned
equipment and broadband connections.

Using the District’s wireless equipment while on District property to
connect without authorization to any wireless networks other than
those provided by the District is prohibited. External signals will
not provide content filtering and access to private networks may be
illegal.

Procedures for Use

A.

School, Region, and District administrators are authorized to
determine appropriate and acceptable use pursuant to this policy.

Staff members shall participate in.professional development and
provide instruction to students that include:

1. safety and security of students while using e-mail, chat
rooms, social media, and other forms of electronic
communications;

2. the dangers inherent in disclosing personally identifiable

information online; and

3. the consequences of unauthorized access (e.g., hacking,
cyber-bullying) and other unlawful or inappropriate online
activities.

Employees are required to affirm that they have read and agree to
comply with this policy on a yearly basis.

Au\,\;d
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D. Personal use of the District’s network, including e-mail and the\
Internet, is permitted as long as it does not interfere with an
employee’s duties, a student’s learning activities and/or system
operation and complies with all District policies and standards,
State and/or Federal law, and Florida’s Code of Ethics for the
Education Profession.

E. Blogging is the activity of writing entries in, adding material to, or
maintaining a "weblog". Employees shall not engage in blogging
activities during working hours or use District-owned equipment for
blogging activities unless specifically stated in their responsibilities
and duties. During non-working hours, staff members are
representatives of the District and should behave in a manner that
does not disrespect or discredit the education profession. Unless
engaging in an officially sanctioned District activity, employees using
"blogs" should clearly specify that any opinions or statements are
the employee’s own and do not reflect the views of the District.
Employees are prohibited from using School District logos, school
mascots, and other official symbols.

F. Employees are not permitted to use or disclose personally
identifiable student information and information contained in
student education records without parental consent (See
Policy 8330). Staff members may not disclose or post confidential
employee information.

Social Media

Social media is defined as internet-based applications (such as Facebook, Twitter,
etc.) that facilitate interactive dialogue between users. The Board encourages the
use of social media technologies and platforms to promote District schools and
programs and to transmit information relevant to the District and/or school(s).

Board members, the District offices, and schools are permitted to create social
media accounts, in compliance with District guidelines, to share District and school
accomplishments with students, parents, businesses, and the community. Students
and parents shall be provided the opportunity to opt-out of having their child’s }

identification or photographic image posted to these sites. The opt-out form must be
maintained in the student’s cumulative file.

Added
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When using social media, staff shall comply with the same responsible use rules
outlined above for Internet and District network use. In addition, students and staff
will not represent or create the inference on any social media posting that they
speak on behalf of the school, the District or the Board or its members. The use of
District time and/or equipment for personal social media activities is prohibited.
Students and staff may be disciplined by the District for inappropriate social media
behavior, even if it occurs off campus. Inappropriate personal communications
using social media is prohibited. '

Some social media sites allow users to become a “friend” or otherwise associate their
“profiles” in a more private and personal arrangement which may mask
inappropriate conduct. Staff members are discouraged from “friending” students on
Facebook or other similar websites/applications, other than for the limited purpose
of communications necessary to further educational objectives.

Employees shall not use District or school social media for collective bargaining
purposes or union organizational activities, but may use non-District social media
for these purposes.

Violations and Sanctions

Accessing the Internet or District network is a privilege, not a right. Inappropriate
use and violation of this or any other Board policy may result in cancellation of the
privilege. Inappropriate material and use is defined as any material or use that is
inconsistent with the goals, objectives, and policies of the educational mission of the
District. Any user can be denied access temporarily or permanently if the school,
Region, or District administrator determines that a user has used the Internet or
District network in an inappropriate or unacceptable manner. Staff may be
disciplined or subject to legal action for violations of this policy.

Board Liability
The Board is not responsible for, and cannot be held liable for:

A. damage resulting from unauthorized or inappropriate District
network or social media activity;

equipment that has been provided to individuals for use outside

B. unfiltered content that may be viewed or downloaded on Districtj
District property;

Aaaed
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C. use of any information obtained via the Internet, including any
damages a user may incur including but not limited to, loss of data

resulting from delays, non-deliveries, mis-deliveries, or service
interruptions caused by negligence, errors, or omissions;

D. the accuracy or quality of information obtained through the
network;

E. issues or damage caused by the connection of personal devices to
the District’s network or improper use of the Districts network or

equipment; or
F. personally owned devices that are damaged, lost, or stolen.
Administrative Procedures and Guidelines

The Superintendent, or designee, is authorized to develop, implement, and

disseminate administrative procedures and user guidelines necessary to effectuate
this policy.

F.S. 1001.41

H.R. 4577, P.L. 106-554, Children's Internet Protection Act of 2000

47 U.S.C. 254(h),(1), Communications Act of 1934, as amended

20 U.S.C. 6801 et seq., Part F, Elementary and Secondary Education Act of 1965,
as amended

18 U.S.C. 2256

18 U.S.C. 1460

18 U.S.C. 2246

46 C.F.R. 54.500-54.523

Revised 7/18/12
Revised 6/17/15

© MiaMi-DaADE 2015 \ /
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STAFF ELECTRONIC MAIL

This policy establishes the use of the District's electronic email (e-mail) system
designated for use by staff and other District-authorized users and applies to any
and all electronic messages composed, sent or received by any authorized District
user. Authorized users of e-mail are employees, temporary or contract employees,
elected School Board members and their staff, and any other individuals or groups
issued District staff e-mail accounts.

District E-Mail

E-mail is an official means of communication within the District. The use of e-mail
is encouraged as a convenient, timely, and cost-effective communications medium.
The purpose of providing an e-mail system to District employees is to advance the
School Board’s business needs, mission, and goals. Employees who use the District
e-mail services are expected to do so responsibly and to comply with Florida and
Federal laws, District policies and procedures, and established standards of
professional conduct and personal courtesy.

Acceptable Use

Use of District e-mail by employees must support and be consistent with District
objectives. All users must be aware of and understand the standards by which the
District expects and requires users to conduct themselves. These standards are
found in, among other things, the Code of Ethics for the Education Profession in the
State of Florida, the Principles of Professional Conduct for the Education Profession
in Florida, the District's Electronic-Handbook, Policy 7540.04, and the District's
Network Security Standards. All users must familiarize themselves with all
applicable standards. An employee’s failure to become familiar with these guidelines
will not constitute a viable defense to or be a mitigating factor to a charge that an
employee has violated this policy.

Unacceptable Use
Authorized users of the e-mail system may not use the District’s e-mail system to

perform any action or transmit any communication that would otherwise be
prohibited in any other medium of communication.

©Miam-Dape, 2010
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Unacceptable and prohibited uses of District e-mail services include, but are not

limited to:

A.

Using profanity, obscenity, or other language which may be offensive
to another user or any matter deemed to be obscene.

Obscene material is material which: 1) the average person, applying
contemporary community standards, would find, taken as a whole
appeals to prurient interests; 2) depicts or describes in a patently
offensive way, sexual conduct as defined by state law; 3} or taken as
a whole lacks serious literary, artistic, political, or scientific value.

Transmitting any material that is in violation of Federal, State, and
local laws, or of Board policies, regulations, or guidelines. This
includes, but is not limited to, material that contains statements
that would violate an individual’s civil or constitutional rights or
constitute harassment or trade secrets or copyrighted material
without the consent of the owner or copyright holder.

“Spoofing” where spoofing is defined as the act of disguising the
sender of an e-mail by replacing the name in the “from” or header
fields, sending e-mails while signed on as a different user, or
otherwise intentionally misleading the recipient as to the identity of
the actual sender.

Sending anonymous e-mail.

Engaging in any activity designed to view the e-mails of other
individuals without authority or permission.

Using the District’s global distribution lists for purposes that are not
work related.

Initiating or forwarding “chain-letters” or petitions.

©Miami-DaDE, 2010




OO0 Uth WN e

27

28
29
30
31

32
33
34
35
36
37

THE SCHOOL BOAK

D OF PROPERTY

MIAMI-DADE COUNTY 7540.05/page 3 of 6
H. Using the e-mail system for political activities. Board Policiesy

1232, Policy 3232, and Policy 4232, Political Activities, govern the
political activities of employees while on dutv. In addition, all

authorized users are

-nse-of e-mailfor political aetivitiesIn additien
to-the prohibitien—against prohibited from using the District’s e-mail
system to provide publicity for any candidate for public office, and

users are forbidden from using the District’s private network for
lobbying, campaigning, or soliciting on behalf of any candidate for
public office or using e-mail to support or oppose a political or union
position or to engage in political or union activity. This includes
sending messages regarding these topics into the District’s e-mail
system from an external e-mail account.

“Spamming,” or the sending of unwanted, unsolicited and/or
unnecessary messages to large numbers of people, usually with the
purpose of advertising a product, event, service, or lobbying for a
specific political position or promoting an individual’s opinion. In
many cases, the sender is unknown to the recipients. The District
has the right to block and/or remove any e-mail that it determines
is spam.

Violating Board policies, including, but not limited to, Florida's Code
of Ethics of the Education Profession, The Principles of Professional
Conduct for the Education Profession in Florida, and Board
Policy 1210, Policy 3210, and Policy 4210. Board members and
employees are expected to prevent any entity from sending political
e-mail into the District e-mail system in the Board or employee's
name.

Consequences of Inappropriate Use

The e-mail system is the property of the District. The District has the right to
monitor the e-mail system for unacceptable use according to Federal, State, local
and District laws, policies and rules. Any employee who violates this rule is subject
to appropriate disciplinary action, up to and including dismissal.

A.

Work-site supervisors and District administrators are authorized to
determine whether an employee is in compliance with this rule and
is using the District’s e-mail system in an appropriate and
acceptable manner. This includes randomly accessing the
employee’s e-mail for the purpose of determining compliance with
this rule.

©Miami-Dabpe, 2010




12
13
14
15
16

17
18
19
20
21
22
23
24
25
26

27

28
29
30
31
32
33
34
35

THE SCHOOL BOA
MIAMI-DADE COUNTY

B.

Personal Use

D OF PROPERTY

7540.05/page 4 of 6

The District also has the right to:

1.

3.

review e-mails stored in the network for the purpose of
maintaining adequate and necessary file server space, and

modify or delete e-mails or attachments that may contain
computer viruses or any other computer code that could

damage or destroy any portion of the network, and

block e-mails that violate this policy.-

Users of the District e-mail system shall not expect that e-mail
generated or received via the District’s e-mail system will remain
private. Users should be aware that:

1.

Sensitive and confidential data, including data considered
exempt from public disclosure, may be viewed by persons
other than the intended recipient. Information that is exempt
or confidential under state and federal law may need to be
encrypted, blocked out, or not transmitted by e-mail.

E-mail is legally discoverable and may be used in court
proceedings. Employees are notified that there is no
individual right to privacy in.the use of the District’s e-mail
system. Administration has an absolute right to monitor
employees’ use of the e-mail system at its discretion. Users
are warned that although e-mail often has the feel of a private
conversation, it is in fact, not private. Further, e-mail
generated during the regular course of School Board business
is subject to public disclosure, in accordance with Florida’s
Public Records Act, F.S. Chapter 119.

The intended use of the District e-mail system is for District-related purposes, not
for personal use or other purposes. In limited instances, some personal use of the
District e-mail system may be permitted. This use is a privilege, not a right.
Limited, incidental personal use of the District e-mail system such as sending short,
brief e-mails to a friend or relative is permissible so long as the user complies with
the Utilization Policy and with State and Federal laws and Board policies governing
the use of e-mail. Any abuse of this privilege will be handled in the same manner as
described above.

©Miamvi-DADE, 2010
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Limited incidental personal use must not tie-up or otherwise obstruct system
resources in any way, interfere with an individual’s job performance and/or duties,
advertise or promote a product or service, publicize unsanctioned, non-District
activities without approval, promote political candidates or positions as outlined
above, include attachments that use excessive storage (multiple pictures, video clips,
etc.), and/or be used in any way that is detrimental to the District. In addition,
employees are prohibited from storing e-mail that is personal in nature in the
District’s e-mail system.

The above list is for illustrative purposes only and is not exhaustive. Employees
must exercise good judgment in using the e-mail system and not abuse the privilege.

Retention

regardless—of-the—medivm~—All Federal, State, and local rules and regulations
regarding retention of records, memos, and documents apply to documents and
materials created_and transmitted by e-mail._ Chapter 257, F.S., establishes the
authority of the Division of Library and Information Services, Department of State
to establish and maintain the standards and guidelines for public records.

| a W=

Users of District e-mail are responsible for retaining e-mail that, by law, must be
retained according to the minimum retention periods set by the Florida Department
of State General Records Schedule GS7. If a public record is maintained longer than
required, it remains a public record and must be produced upon request. Upon
termination of emplovment, individuals are required by law to provide their emplover
with, and/or leave intact, anv record (including e-mail) subject to the retention laws
and schedules. Violators mav be subiject to personal and/or criminal liability.
Official District business should not be conducted via personal e-mail accounts
and/or text messaging, but rather via District-issued e-mail accounts.;-inehading-e-

mai-thatis-subjeetto-a-litigation-held-

E-mail that should be retained may be stored electronically or printed and saved as
a hard-copy, provided that printed copies maintain all applicable routing
information (e.g., To/From information) along with date/time stamps. In either
case, such records must be available for public access, regardless of the medium in
which itisthev are maintained. The State and the courts do acknowledge, however,
that much of what is put in e-mail does not qualify as a public record and may be
deleted without permission once it no longer has value. Users must consult the GS7
schedule for required retention periods, exemptions, and other factors that may
influence the disposition and/or disposal of public records.

Updated retention schedule information can be found at the following link:

©MiamI-Dape, 2010
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http:/ /dos.myflorida.com/library-archives/records-management/general-records-

schedules/
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4 | F.S.119.011, 257, et., seq., 257.05, 668.60, et. seq., 668.701, et. seq., 847.012
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MEETINGS

Use of Electronic Mail

Board members shall not use E-mail to discuss among themselves
Board business that is only to be discussed in an open meeting of
the Board, is part of an executive session or could be considered an
invasion of privacy if the message were to be monitored by another

party.

There is no expectation of privacy for any messages sent by E-mail.
Messages that have been deleted may still be accessible on the hard
drive, if the space has not been occupied by other messages.
Messages, deleted or otherwise, may be subject to disclosure under
the Public Records Act, unless an exemption applies.

Board members and their staff are authorized users of the District e-
mail system and subject to the same restrictions as Board
employees and all other authorized users under Policy 7540.05,
Staff Electronic Mail.
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DUTIES

Review of Policy

The School Board shall periodically complete a comprehensive
review of its policies and update them as necessary to comply with

existing law and practices at-least—every—two—{2)—years. Upon

completion of this review, the Superintendent will recommend to the
Board any necessary revisions.

The Superintendent shall also recommend to the Board revisions to
current policies or new policies as often as necessary.

All such revisions and additions to Board policiesy shall comply with
the Administrative Procedures Act.

F.5. 120-741001.41(1), (2), (3); 1001.43 (10), 1001.49 (3)







